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1y Introduction

In the description of Standard 4 ‘Sensitive positions'. premises are includad which state that the
public enlily identifies Lhe positions classified as sensitive and cslablishes an adequate policy for
lhe: ratation of Ihe employees that fill those positions. As general requiremenl iz mentioned that in
each anfity are created:

- an inventory of sensitive positions;
- alist of the employees that fill sensitive positions;

a plan lo ensure the rotalion of the employees in sensilive Tunelions so that an employee will

not be active in that position, usually, more than § years,

i the inventory of sensitive pasilions, usually, are reflected those posilions that present a
significant risk in rapport with the objectives. The rotations of amployees will be done with a
minimum eflecl on the activily of the public enlily and employees,

The fiche of Standard 4 contains the essence of a palicy framework af Fow to doal wilh
senaflive positions by providing, within the scope of integrity and Order no. 946, the basic
principles related to:

- slructuring, classifying, recarding, control and
drafling a concise guideline 1o manage, execute and rotate sensilive positions.

frt this document the principles of Fiche Standard 4 will be recorded in a procedure for sensitive

pesitions.
* *

2} System set-up of the working process

Process owner — Ohbfigation of the management of the ministry {level Secretary General or
higher} is to eslablish controls and eomtrof systems in order to prevent and to put under cantrol the
rigks that would endanger the sueeessiul execution of lhe processes and sub procossos meant for
achieving the established objective of the given estahlishad systemn, meaning to provide conditions
for cantrolling the risk so it can be managed affeclively,

In order to execute one process accurately, effoctively and efficienlly, the manager/credit
holder should introduce proper manuals-procedures, based on the issue of internal administrative
acts of authaorily (decisions, orders, etc].

Process respansible — Tha authotized employer person should implement the procoss
accurately, effectively and efficiently, based on the issued procedure-manual by the process awner,

Process objective — The process of deciding on and managing sensitive positions has an
objective to pravide legal, efficient and effective determining on sensitive position in the Romanian
public entities in compliance with intermal control standard number four on sensitive positions and
the fiche an scnsilive posilions.

Input elements in the process — The process of determining on and managing sansitive
positions starts will palicy decisions of the SG or higher level on deciding on the necessily and
oppartunity that an inventory of sensilive pesitions should be made.

Output elements In the process - Final oulputs of the process  are

1} the list of the employees that fill sensitive positions

2} the rotation plan, As a measure to make sure {comply or explain principle) Lhal ar
employes will not hold a sensitive nosition far a period longer than five yeara.

Applicatlon domain ef this procedure — The principles of this procedura can be applicable
to all public inslitations in Remania. Gf course each public organisation can make some
acjustments to fit its own specific organisational demands and 1o malke this pracedure tailar made.
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Implementatien and counselling — The Ceniral Harmonization Unit of the Financial
managemaent and control Systems — general directorate of the Ministry of Public Finance will advise
public instilutions on implementing this procedure. Compliance with this procedure can he
monitored by the internal control structure and internal audit department of the entily that has
implemented the procedtre.

3) Description of the working process, risks and cantrols

In this paragraph the deiailed sieps of the process of delermining on and managing
sonsilive posilions fn public instilutions will be comprised in a process fiow of activities followed,
oach one of them, by a wiitten explanation. Furthermore the proposed internal control measures for
the risks in the process are dascribed.
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Remarks:

- The basis assumplion is that applying the principle of segregation of duties wil lead to a high
probabifity of managing refiable and complete information as a result of joined action regarding the
different intorests,

- As an example, aff risks are estimated fo be medivm. Depending on the specific organisational
situation, the institutions witl determine the real profife of each risk,
Whritten explanation of aclivities of the process flow

1) BG' Decision on inventarying the scnsilive positions

Tha S yearly decides to have an inventory made of sensitive positions wilthin the public
entity. Sonsitive posilions are positions that represent a significant. (highd risk refated to the
ohjectives of 1he entity. The 5G issues guidelines an which attention paints should be taken intn
account in this inventarisation and when a posilion is, or might be, eonsiderad as a high risk aroa,
in complinnce with, aricle 15, Law Mo, 182 on projection of classified informalion, with the
subsequent amendmaents, Through Lhe ‘Definittans' of this article, the law brings order, based on
the criterion of level of securitization/secrecy. lo the multiplicity of (sensitive) positions. A
classification based on risks determines the risk level (1, 2, and 3} and the need and required
depth of a security investigation of this kind. Based an the previous sensitive positions can be
classificd as follows.

Classified level ~_Description: Assigned to:

1. State secret Posilion in which a struclurally | For the executing of their job it
possihiiily exist to become is necessary that employees
acquainled with statc secrets have access to state socrets. |

: Circle of authotized emplayecs

is usually very roslricted

2. Sccrat Position in exist the possibility  Important positions in the
to know work secrets. sector {palicy field) police,
' custom (ot celeral

The inventarisation is an activity that can be organised differently for every organisation. An
approved risk manarement method will he carried aut for the goed management of the inventory
activity.

! Both impact and likelihood are considered. Areas of high risks are in general, the following:
ajarcess to confidenlial information,

by monay managemeant;

¢} power and monopaly:

dy grant rights / powers {to stall or citizens);

e} assess and advise {with large consequences),

fi public pracurement of gonds / services [ works,

ay conformity with legal norms;

h) worling in ihe direct influence of citizens, politicians or enmpanies;

i] the performance of an indivicual.

2} Inventolry is made

The cade of ethical conduct for civil servants {Law no 7/2004) states that public entities, through
lheir managers, have o appoint, by issuing an administrative act, a public officer, usually from the
human tesources department, for elhical counseling and moenitoring  of behaviour norms
compliance  (whom can he named integrity coordinator). This public officer shall make the
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inveqt_nry of sensitive positions for the public entily. The resull of this inventory s a concept list of
sensilfve positions, which the head of the Human Resources Department verifies if it is in
accordance with the guidance of the 3G and complies with the law, if so, the Head will endorse it

3+4 1 Decision an concepl list and finalization of the list

The 3G is advised by the head of the Human Resources Department, internal audit and
public inspector to approve the lisl, The approved list will he the lisl of sensilive posilion for lhe
nex year.

5) Rotation ptan

Together with the elaboralion of the draft lisl with sensitive positions, a rotation plan
praposal for staff in sensitive positions shall be drawn up. The draft rotation plan, including the
exemptions to rotalion, shali be drawn up. endorsed and approved by the same people, and
fallowing the same procedurs, as in the case of inventorying the sensitive positions. Standard
number four states that an employee shall nat be, usually, in a sensitive position for more than five
years, The idea here is comply or explain, It is recommended that |he siafl rotation measure be
Used only in those cascs where other efficient control measures cannat be idenlified and applied
against managing this kind of risk.

6) Risks and controis

With regard to sensitive positions, controls can be identified on the following fields:
s OrganizationfCullure,
= Administrative arganizationfintornal cantrols,
s Personnel paficy.
»  Security palicy.

Contiols can be applied on the following levels:

= Sfruclure
s  Process
o Culture

The controls on the organisational culture lovel are the controls to be mastly expected in
the control ervironment. Those soft conlrols are as important as the hard conlrols, applied on other
levels {structure or process), Regarding sensitive posilions it is very important that a culture is
developed lhat creates the necessary npenness in debating the legal aspects relaled to sensilive
positions.



Tablano. 2

C = Verilying (Control)

* Type of risks for instance: 1imeliness { 1), completeness (23, reliability (3), of celera.
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Sensitive positions necessitales to screening ol antecedents. Screening of candidales
during the process of recruitment and selection prevents the possibility that employees, who in
previous positions have shown non-inleger behavior, to be accepted. Article 7 paragraph 1 of Law
N, 182/2002 preseribes that individuals who have access to state secret classified information wil
be screenad in advance on their honesly and professionalism, regarding the use of such
information. Paragraph 2, 3 and 4 of lhe same article provides spacific rules Jor public offices and
other specific officials. Law 182/2002 aitributes tasks and responsibiliies to the Romanian
Intalligence Service, like Tor instance the;

- overall coordinalion of activities and control measures concerning the protection of stale secret
infarmation;

- develop in corperation with public authorities, national standard for classified information and
nbjective Tor the implementalion;
manitar actions taken by the government to implement the provisions of Law No, 182/2002,

4} Regulaticn, legal basis of the waorking process

In aceordance with siandard no 4 and the fiche on sensitive positiens the main references in
the wariking process are:
- Law No. B2/2003: The labour code, with the subsequent modifications and completions,
- Law No. 188/1899 regarding the Statule of the civil servanis, republished, wilh the subsaquent
roodifications: :
Law Ma. 182/2002 on prelection of classified infarrmation: Responsibilities public entity {specific
activities which are related o sensitive positions} in relation lo the applicable laws;
~  Other requlations in the field of labour.

B} Management informaticn for menitoring and cantrol
As slated in annex 1 of the fiche of standard no 17 {Procedures), it is impartant for the 3G

to get reliable and limely information on strategical, tactical and operalional leval ragarding
sensitive positions. in lhe table below suggeslions are made, in this regards,

Level ) ~ Information

StrategicalTactical » Policy information on a more

governmental lovel with regard to

{inventory of} sensitive positions in

_ Rarnania. _

Operational o (Changes in funclions and names on

' the list of sensitive posilions within
the entity and on tha list of
employees holding a sansilive
position.

=« Early warning about employees who
will be in a sensitive pasition for five
years in one or two yzars, with the
purpose of possibly decide to include
them in the rotation plan in the future. |




